Wireless Cable/DSL 
Gateway Router 

Share your broadband Internet 
connection without cables 
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INTRODUCTION 



Thank you for purchasing the Bel kin Wreless Cable/ C6L Gateway Router (the 
Router). I n rrinutes you will be able to share your I ntemet connection and 
network your computers. The following is a list of features that rrake your new 
Router an ideal solution for your home or sitbII office network. 

Key Features 

Easy Instil Wzard 

The Easy I retail Wizard takes the guesswork out of setting up your Router. 
This automatic software determines your network settings for you and sets up 
the Router for connection to your I ntemet Service Provider (ISP). I n a matter 
of minutes, your Router will be up and running on the I ntemet. 

NOTE; Easy I retail Wzard software is compatible with Wndows 98, Me, 2000, 
and XP. I f you are using another operating systern the Router can be set up 
using the Alternative Method described in this manual. 

I ntegrated V\l reless Connectivity 

The Router has an integrated 802.11b W-Fi Access Point that allows you to 
connect wireless- equipped corrputers to the network without wires. 

Works with Both PCs and rvbc ® Computers 

The Router supports a variety of networking environments including 
|Vbc®C6 8.x, 9.x, XvlO.x, AppleTalk® Linux® Wndows® 95, 98, Me, NTT® 
2000, and XP, and others. All that is needed is an I ntemet browser and a 
network adapter that supports TCP/ 1 P (the standard language of the I ntemet). 

Front-Ffemel Connected LED Display 

Lighted LECs on the front of the Router indicate which functions are in 
operation. You'll know at- a- glance whether your Router is connected to the 
I ntemet. This feature eliminates the need for advanced software and 
status- rroni tori ng procedures. 

Vertical or Horizontal Desktop Application 

Your Router can stand vertically on the desktop to save space, or lay down 
flat on a shelf or under your modem The included vertical mounting base lets 
you decide how to position the Router. 

V\£b-Based Advanced User I interface 

You can set up the Router's advanced functions easily through your web 
browser, without having to install additional software onto the computer. 
There are no disks to install or keep track of and, best of all, you can make 
changes and perform setup functions from any computer on the network 
quickly and easily. 
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NOT I P Address Sharing 

>t>ur Router errploys Network Address Translation (NAT) to share the single I P 
address assigned to you by your I nternet Service Provider while saving the 
cost of adding additional I P addresses to your I ntemet service account. 

SPI Firewall 

Your Router is equipped with a firewall that will protect your network from a 
wide array of corrrron hacker attacks including I P Spoofing, Land Attack Ping 
of Death (PoD), Denial of Service (DoS), I P with zero length, Srrurf Attack 
TCP Null Scan, SYN flood, UDP flooding, Tear Crop Attack I CMP defect, RJ P 
defect, and fragment flooding. 

Integrated 10/ lOO 4-Port Switch 

The Router has a built-in, 4-port network switch to allow your wired 
computers to share printers, data and MP3 files, digital photos, and rruch 
rrore. The switch features automatic detection so it will adjust to the speed 
of connected devices. The switch will transfer data between computers and 
the I ntemet si rrultaneously without interrupting or consuming resources. 

Universal Plug-and-Play (UFViP) Compatibility 

UPnP (Universal Plug-and-Play) is a technology that offers seamless operation 
of voice messaging, video messaging, games, and other applications that are 
UPnP-corrpI iant. 

Support for VPT\1 PaES-Through 

I f you connect to your office network from home usi ng a VPN connection, 
your Router will allow your VPN- equipped computer to pass through the 
Router and to your office network 

Built-in Dynamic Host Configuration Protocol (DHCP) on-board makes for 
the easiest possible connection of a network The DHCP server will assign I P 
addresses to each computer automatically so there is no need for a 
complicated networking setup. 

MQC Address Filtering 

For added security, you can set up a list of MAC addresses (unique client 
identifiers) that are allowed access to your network B/ery computer has its 
own MAC address. Si rrply enter these MAC addresses i nto a I ist usi ng the 
web- based user interface and you can control access to your network 

Applications and Advantages 

• Economically connect rrultiple computers to a single I ntemet connection 

• SOHO (Small Cffi ce/ Home Off ice) networking needs 

Provides the easy and quick small network installation SCHO users need. 
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Package Contents 

• Belkin Wreless Cable/ DSL Gateway Router 

• Vertical Mounting Base (optional use) 

• Category 5 Networki ng Cable 

• Power Supply 

• Belkin Easy I retail Wizard Software CD 

• User IVenual 

System Retirements 

• Broadband I ntemet connection such as a cable or DSL modem with RJ 45 
(Ethernet) connection 

• At least one computer with an installed network interface adapter 

• TCP/ 1 P networking protocol installed on each computer 

• CAT5 networking cable (or better) 

• Mcrosoft®! ntemet Explorer 4.0 or later, or Netscape® 4.0 or later 

Easy Install Wizard Software System Requirements 

• A PC running Windows 98, Me, 2000, or XP 

• Mnirrum64IVB RAM 

• I ntemet Browser 

NOTE: At the time of printing a \ersion of the Easy I retail Wzard was not 
available for Mac CS users. Please check www networking belkin. com to see if a 
Mac CS \ersion of the Easy I retail Wzard is now available 
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The Router has been designed to be placed on a desktop vertical ly or 
horizontally, or it may be mounted to a wall. The slimdesign rrinirrizes the 
desktop space required when placed vertically. All of the cables exit from the rear 
of the Router for better organization and utility. The LED indicators are easily 
visible on the front of the Router to provide you with inforrration about network 
activity and status 

1. Rawer/ Reacty LED 

\Ahen you apply power to the Router or restart it, a short period of time 
elapses while the Router boots up. During this time, the "Rower/ Ready" 
LED blinks. Wren the Router has completely booted up, the Power/ Ready 
LED becomes a SOU D light, indicating the Router is ready for use. 



OFF 


Router is OFF 


Blinking Green 


FSouter is Boating Up 


Solid Green 


Router is Ready 



2. Wireless Network- Ready LED 



OFF 


Wreless Network is OFF 


Solid Green 


Wreless Network is Ready 



3. LAN Rort-Status LEDs 

These LEDs are labeled 1-4 and correspond to the nurrbered ports on the rear 
of the Router. \Anen a corrputer is properly connected to one of the LAN ports 
on the rear of the Router, the LED will light. GREEN means a lOBase-T device 
is connected AIVBER rreans a 100Base-TX device is connected \Ahen 
inforrration is being sent over the port, the LED blinks rapidly 



OFF 


No Device is Linked to the Rort 


Green 


lOBase-T Device Gonnected 


Crange 


100Base-TX Device Gonnected 


Blinking (Crange or Green) 


Fort Activity 
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Front Ftnel 




(6) (7) (8) (9) (lO) 



4. WAN Status LED 

This I fd lights in GREEN to indicate that your modem is connected 
properly to the Router. It blinks rapidly when information is being sent 
over the port between the Router and the modem 



CFF 


No \AAN Link 


Solid Green 


Good \AAN Link 


Blinking Green 


\AAN Aiivity 
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5. Connected LED 

This unique LED snows you when the Router is connected to the I nternet. 
Wren the light is CFF, the Router is NOT connected to the I nternet. When 
the light is blinking, the Router is atterrpting to connect to the I nternet. 
\Ahen the light is solid GREEN, the Router is connected to the I nternet. 
Wren using the "Dsconnect after x rrinutes" feature, this LED becomes 
extremely useful in monitoring the status of your Router's connection. 





CFF 


Router is not Connected to the 1 nternet 




Blinking Green 


Router is Atterrpti ng to Connect to the 1 nternet 




Solid Green 


Router is Connected to the 1 nternet 


Reset Button 





The "Reset" button is used in rare cases when the Router may function 
improperly. Resetting the Router will restore the Router's normal 
operation while maintaining the programmed settings. You can also 
restore the factory default setti ngs by usi ng the Reset button. Use the 
restore option i n i nstances where you may have forgotten your custom 
password. 

a. Using the Reset Button to Reset the Router 

Push and release the Reset button. The lights on the Router will 
momentarily flash. The Power/ Ready light will begin to blink. When the 
Power/ Ready light becomes solid again, the reset is complete 

b. Using the Reset Button to Restore the Factory Defaults 

Press and hold the Reset button for five seconds then release it. The 
lights on the Router will momentarily flash. The Power/ Ready light will 
begin to blink. When the Power/ Ready light becomes solid again, the 
restore is complete 

7. Shared Uplink Port 

The shared uplink port is provided for connection to a hub or a switch for 
expanding the number of network ports on the Router. If you are 
connecting a switch or hub to the Router, connect a straight-through 
(standard) network cable to this port and to a port on the switch or hub 
Note The uplink port is shared with port 1 of the Router. You cannot 
connect a device to the uplink port and to port 1 at the same time 
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8. Internet/WAN Bart 

This port is for connection to your cable or CGL modem To ensure proper 
functioning, use the cable that was provided with your modem to connect 
the modem to this port. 

NOTE Using a cable other than the cable supplied with your cable or CGL 
modem may cause malfunctioning 

9. LAN Parts 

The LAN ports are RJ 45, 10/ 100 auto-negotiation ports for standard UTP 
category 5 or 6 Bthemet cable. The ports are labeled 1-4. These ports 
correspond to the numbered LEDs on the front of the Router. Note that 
Ft>rt 4 can be made into an uplink port. This means that by pressing the 
uplink button in, Port 4 will become an uplink port for the addition of a 
switch or hub For more information about the uplink button, see "Uplink 
Button" below 

10. Uplink Button 

The "Uplink" button is provided for use of Port 4 to connect to a hub or a 
switch for expanding the number of network ports on the Router. If you 
are connecting a switch or hub to the Router, connect a straight-through 
(standard) network cable to this port and to a port on the switch or hub 
Press the Uplink button I N. This will switch Port 4 into an uplink port. 
NOTE I f you connect a computer to Port 4, and the I i nk LED for Port 4 
will not turn on, check the Uplink button to make sure that it is in the 
"Normal" position (OUT). 

9. Rawer Jack 

Connect the i ncl uded 5V DC power supply to this j ack 
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Proper placement of your Router is irrportant to ensure the best perforrrance of 
your wireless network. Typically, indoors your Wreless Router can provide a 
circular coverage area of 250 feet or more. However, different types of 
construction materials and other obstructions in a building can greatly affect the 
wi reless signal and decrease the range. \Anenever possi ble, your Router should be 
placed as close as possi ble to the center of the area that you want to cover. I n 
rrulti-story homes, place the Router on a floor that is as close to the center of 
the home as possible; this may mean placing the Router on an upper floor. 

Use care when choosing the location of your Router 

• Be aware of appliances or large objects such as a refrigerator or 
washer/ dryer unit that may be on the opposite side of a wall from where 
you decide to place your Router. 

• Place the Router on top of a desk and away from metal cabi nets and 
computer cases 

• Do not place objects or components on top of the Router. 

• Make sure that both antennas are pointing UP at all times. 

• Metal lie- based UV wi ndow ti nt can affect wireless performance. Do not place 
the Router next to a ti nted wi ndow 

\Ae realize that in the real world it may not be possible to place your Router in 
the center of your coverage area. I n cases where you may experience difficulty 
covering the entire area you want, try placing the Router as high as possible. 
Wreless devices work best in a line-of-sight situation where there are no 
obstacles between the wireless computer and the Router. The Router may also be 
mounted to a wall with the antennas facing UP. There are other options for 
expanding your wireless coverage area. \Ast www networking, belkin.com for 
solutions 

The wi reless signal can be affected by many thi ngs i ncludi ng neighbori ng 
wireless networks, microwave ovens in operation, and 2.4GHz cordless phones. 
\Ahi le these thi ngs can affect the network performance, your wi reless network 
typically will work fine under most conditions where these devices exist. 
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Verify the contents of yor bote. You should haue the fol lowing: 

• Belkin Gable/ CSL Gateway Router 

• Vertical ivbunting Base (optional use) 

• Category 5 Networki ng Cable (for connection of the Router to the computer) 

• Power Supply 

• Belkin Easy I retail Wzard Software GO 

• User IVanual 

ivbdem Requi reme nt s 

Your cable or DSL rrodem rrust be equipped with an RJ 45 Ethernet port. Many 
rroderrE have both an RJ 45 Ethernet port and a USB connection. I f you have a 
rrodem with both Ethernet and USB, and are using the USB connection at this 
time, you will be instructed to use the RJ 45 Ethernet port during the installation 
procedure. I f your rrodem has only a USB port, you can request a different type 
of rrodem from your I SP, or you can, i n some cases, purchase a rrodem that has 
an RJ 45 Ethernet port on it. 




Ethernet USB 



Easy Install Wzard 

Belkin has provided our Easy I retail Wzard software to make installing your 
Router a si rrple and easy task. You can use it to get your Router up and runni ng 
in rrinutes. The Easy I retail Wzard requires that your Wndows 98, Me, 2000, or 
XP corrputer be connected di rectly to your cable or DSL rrodem and that the 
I ntemet connection is active and working at the tirre of installation. If it is not, 
you rrust use the "Alternative Setup IVethod" section of this manual to configure 
your Router. Additionally if you are using an operating system other than 
Wndows 98, Me, 2000, or XR you rrust set up the Router using the 'Alternative 
Setup Method" section of this manual. 
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I IMPORTANT: Run tine Easy I nstall Wzard from the computer 
that is directly connected to the cable or DSL modem 
DO NOT GGMSECTH-E ROUTER AT TH S Tl I^E. 



Step 1: Fin the Easy Install Wizard Software 

1.1 Shut down any programs that are running on your computer at this time. 

2.2 Make sure you have the following items at the computer that is now 
di rectly connected to the cable or DSL modem DO NOT CCNNECTTHE 
ROUTER AT THI S Tl ME. 

• The Easy I nstall Wzard CD-ROM 

• The Router 

• The Router power supply 

• Category 5 networking cable 

• This User Manual 

1.3 Turn off any firewall or I ntemet connection sharing software on 
your computer. 

1.4 I nsert the Easy I nstall Wzard software CD into your CD-ROM Dive The 
Easy I nstall Wzard screen will automatically appear on your screen within 
15 seconds If it does not, select your CDROM drive from "My Computer' 
and double-click on the file named "Setup" on the CDROM 

Step 2: Follow the Easy Install Wzard to Complete the Installation 




4 Port Router 

Fcr [ablE nnd L15L modems 
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2.1 aide an "Set Up the Router" to begin. 

2.2 Welcome Screen 

The Wzard welcome screen will appear. IVfeke sure you have not 
connected the Router at this point. If you have connected your Router, 
please reconnect your computer directly to the modem dick "Next" when 
you are ready to move on. 



■ Easy Install - Welcome 




Easy Install Wizard 



task. The software will take .you through a series of sleps. 



l!»iPi 1R1AH ) P\w:a :'.o noi connect i'ns ssxrei' Sc (he ::r_'iTii:ii.fci 
if you have ahead. !l* wJat 

you had to disfSQfnfigt^.a'ijiodejffin prefer to ptigJfiB rouler in, 



2.3 License Agreement 

Please read the license agreement in the window \Ahen you are finished, 
select "I agree" if you want to continue using the software. Oick "I 
disagree" if you do not want to continue dick "Next" to move on. 



- Easy Install - License Agreement 



Easy Install Wizard 



License inyieeiiiem 



End-User License Agreement 

Belldn Components £"Belkin";i thanks you foe choosing one 
of our products. This End-User License Agreement 
("Agreement") contains the terms -and Conditions under 
wnich iiinitsd i>£c 'A fa* src-Suci is iicenie;; iz you 

PLEASE READ THIS NOTICE CAREFULLY 
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2.4 Examining Settings 

The Wzard wi 1 1 now exarri ne your computer's setti ngs and gather 
information needed to complete the Router's connection to the I ntemet. 



Easy Install - Examine Computer 




Easy Install Wizard 



Examining Settings 



2.5 IN/Uti-IMG. Screen 

This screen will appear ONLY if you have more than one network adapter 
installed in your corrputer. I f you have more than one network adapter 
installed in your corrputer, the Wzard will need to know which adapter is 
connected to your modem Select the network card that is connected to 
your rrodem from the list and click "Next". If you are not sure which 
adapter to choose, select the adapter at the top of the list. I f you 
rristakenly choose the wrong adapter now, you will be able to choose a 
different one later. 
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2.6 PPBdE Connection Detected 

If you have a connection type that requires a user name and a password, 
the Wzard wi 1 1 ask you to type i n your user name and password. I f your 
connection type does not require a user name and password, you will not 
see this screen. 

\t>ur user name and password is provided to you by your I ntemet Service 
Provider. I f you have to type i n a user name and password to connect to 
the I ntemet, then type that same user name and password in here. \t>ur 
user name looks something like "rryname@myl SP.com" or simply 
"rryname". The service name is optional and is very rarely required by 
your I SP. I f you don't know your service name, leave this blank. When you 
have entered your information, click "Next" to move on. 




Step 3: Connect the Router to your MxJem and Gbmpuber 

The Wzard will ask you to connect your Router. Follow the steps on the screen, 
or do the fol lowi ng: 

3.1 Turn off the power to your modem by unplugging the power supply from 
the modem 

3.2 Locate the network cable that is connected between your modem and 
your computer and unplug it from your computer, leaving the other end 
connected to your modem 
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3.3 Plug the loose end of the cable you just unplugged into the port on the 
back of the Router labeled "I nternet/ \AAIM". 

3.4 Connect the new network cable from the back of the computer to one of 
the ports labeled "1-4". Note: It does not matter which numbered port 
you choose 

3.5 Turn on your cable or DSL modem by reconnecting the power supply to 
the modem 

3.6 Before plugging the power cord into the Router, plug the cord into the 
wall, then plug the cord into the Router's power jack. 

Cbrrputer that was originally connected to 
the cable or DSL modem 




C6L modem Existing network cable 

(that came with modem) 

3.7 Verify that your modem is connected to the Router by checking the lights 
on the front of the Router. The green light labeled "\AAN" should be ON if 
your modem is connected correctly to the Router. If it is not, recheck 
your connections. 

3.8 Verify that your computer is connected properly to the Router by 
checking the lights labeled "LAN 1,2,3,4". The light which corresponds to 
the numbered port that you connected your computer to should be ON if 
your computer is connected properly. 
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Step 4: Continue Following the XAizarcTs Instructions 

4.1 Checking the Connection 

Cnce you have corrpleted the connection of your Router, the Wzard will 
check the connection to the Router. If the Router is not detected, use 
the 'Troubleshooting" button or refer to the "Troubleshooting" section of 
this guide to obtain help about how to correct the problem If the Wizard 
is able to corrrrunicate with the Router, the Wzard will move on to the 
next step. 



■ Easy Install - Connecting To Router 


4 Port Sourer 


r 


Easy Install Wizard 


Hardware 


Checking The Connection ^Bs^V ■ 

The Easy Install Wizard tan new tesl the connectien between 
(Jtjur cornpijtei and wi.ii router. 

Establishing eoinlnijnioatianwilh rouler... 


( 3 Cheek 









4.2 CbnfigLring the Router 

The Wzard will now transfer all of the configuration information to the 
Router. This will take approximately one rrinute. 
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4.3 Wren the transfer is complete, the Wzard will tell you that it is done and 
may reboot (restart) the Router. 




44 Wren configuration is complete, the Wzard will tell you "Router Setup 
Complete" and it will rrove to the next step. 




45 Checking Internet 

The Wzard will now check for an I ntemet connection. This can take a few 
rrinutes. The Wzard may not detect a connection right away. If not, it 
will retry a number of times. The "Connected" light on the front panel of 
the Router will flash during this time Please be patient through this 
process I f at the end of this process the Wzard cannot connect to the 
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I ntemet, use the Troubleshooti ng button or refer to the Troubleshooti ng 
section of this guide to obtain help about how to correct the problem 



Easy Install - Connect To Internet [x] 


4 Port Router 


^ Easy Install Wizard 


Welcome 
Examine 

Configure 




Checking Internet 

The Easjj Install Wizard can now check Ihe connection to the 
in I arret 

Checking Foi Inlernel Connection... 


[sirrfemet | 




Finished 





4.6 Finished 

Wren the I ntemet connection is complete, the Wzard will tell you that 
you are finished. The "Connected" LED on the front of the Router will be 
solid GREEN, indicating that the Router is now connected to the I ntemet. 




nstall Wizard 



I ill 1 1 h i II ( £ i \ 

connected your R cuter io the Interne;, v'eu are now to 

this computer and other computers (hit 
you conned to Ihe Router. 



Your Router is now connected to the I ntemet. ISbw you can begi n surfi ng 
the I ntemet by openi ng your browser and goi ng to your favorite web page 

Congratulations! You have finished installing your new Bel kin Router. You 
are ready to set up the other corrputers i n your homa You can also add 
corrputers to your Router any time you want. Sirrply follow step 5 to learn 
how to add more corrputers. 
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Step 5: Adding Other Corrputers to your Network Using the Easy 
Install Wizard 

I f you have other corrputers i n your home that are al ready equi pped with a 
wi red or wi reless network adapter, you can use the Easy I nstal I Wzard to set up 
those corrputers to connect to your Router. If you are adding a Be) kin wired or 
wireless network adapter to your other corrputers, install the adapter per the 
instructions for the adapter. Wren the installation of the adapter is finished, 
your corrputer will be set up to connect to the Router. >rbu do not need to use 
the Easy I nstal I Wzard to set up the corrputer. 

For Corrputers Already Equpped with a Wired or Wireless Network Adapter 

5.1 For wired corrputers, connect an Ethernet cable between the corrputer 
you want to add to the network and the Router. For wireless-equipped 
corrputers, make sure your wireless adapter is installed and working. Set 
your wireless adapter to connect to a wireless network SSI D named 
"WAN" or "AINh"'. I n many cases you will find that you do not have to 
make any changes. Refer to the documentation of your wi reless network 
adapter for information on making this change Go to the next step. 

5.2 I nsert the CD into your CD-RCM drive. The Easy I retaliation Wzard screen 
will automatically pop-up on your screen within 15 seconds. If it does 
not, select your CD-RCM drive and double-click on the file named "Setup" 
on the CDRCM 

5.3 dick "Add corrputers" . 
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5.4 The Wzard will rrake the changes needed to add your corrputer to the 

network. Wren finished it will prorrpt to reboot your corrputer. Click "Yes!'. 



Reboot E3 



Lajy Install needs to reboot ;,'oui machine. After a lebooi you '.-.'ill be le^dy to go online. Would you like : o reboot now? 

I 1 I !L I 



5.5 \Ahen your corrputer reboots, your corrputer will be connected to the 

network To begin surfing the I ntemet, open your browser and go to your 
favorite web page 

>fou are finished adding the corrputer to the network To add rrore corrputers, 
repeat this process on each corrputer you wish to add 
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The Advanced User I nterface is a web-based tool that you can use to set up the 
Router if you don't want to use the Easy I retail Wzard. You can also use it to 
manage advanced functions of the Router. From the Advanced User I nterface, you 
can perform the fol lowi ng tasks: 

• Mew the Router's current setti ngs and status 

• Configure the Router to connect to your I SP with the settings that they 
provided you change the current network setti ngs such as the I ntemal I P 
address, the I P address pool, DHCP settings and rrore 

• Set the Router's firewall to work with specific applications (port 
forwarding). 

• Set up security features such as client restrictions and M^C address 
filtering. 

• Enable the DMZfeature for a single computer on your network. 

• Change the Router's i ntemal password. 

• Enable/ Disable UPnP (Universal Plug-and-Play). 

• Reset the Router. 

• Back up your configuration settings 

• Reset the Router's default settings 

• Update the Router's f i rrrware. 



Alternative Method Step 1: Gbmedting yoxr Gateway/ Router 

1.1 Turn off the power to your modem by unpluggi ng the power supply from 
the modem 

1.2 Locate the network cable that is connected between your modem and 
your computer and unplug it from your computer, leavi ng the other end 
connected to your modem 

1.3 Plug the loose end of the cable you just unplugged into the port on the 
back of the Router labeled "I nternet/ \AAN". 

1.4 Connect a new network cable (not included) from the back of the 
computer to one of the ports labeled "1-4". Note: It does not matter 
which numbered port you choose. 

1.5 Turn your cable or DSL modem on by reconnecting the power supply to 
the modem 
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1.6 Before plugging the power cord into the Router, plug the cord into the 
wall, then plug the cord into the Router's power jack. 




1.7 Verify that your modem is connected to the Router by checking the lights 
on the front of the Router. The green light labeled "\AAN" should be ON if 
your modem is connected correctly to the Router. If it is not, recheck 
your connections 

1.8 \erify that your computer is connected properly to the Router by 
checking the lights labeled "LAN 1,2,3,4". The light which corresponds to 
the numbered port connected to your computer should be CN, if your 
computer is connected properly. If it is not, recheck your connections 

Alternative: IVethod Step 2: Set yOLT Gbrrputer's Network Setti nc^ to 
Wxkvutha DHCPServer 

See the section in this manual called "IVfenually Configuring Network Settings" 
for directions 
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Alternative Method Step 3: Gbrfi coring the Router Using the 
WM>Based Aduanoad User Interface 

Usi ng your I ntemet browser, you can access the Router's \Aeb-Based Advanced 
User I nterfacei I n your browser, type "192.168.2.1" (do not type in anything else 
such as "http://" or "www"). Then press the "Enter" key. 



i 



Address 



192.168.2.1 



Logging into the Router 

You will see the Router's home page in your browser window The home page is 
visi ble to any user who wants to see it. To mate any changes to the Router's 
settings, you have to log in. Clicking the "Login" button or clicking on any one 
of the links on the home page wi 1 1 take you to the login screen. The Router ships 
with no password entered. I n the login screen, leave the password blank and 
click the "Submit" button to log in. 



I ( Lngn ) 



Login 



Before you can change any settings, you need to leg in with a 
password. If you haye not yet ret a custom password, then e 
this field blank and click "Submit." 



Logging out of the Router 

Ore computer at a ti me can log i n to the Router for the purposes of rraki ng 
changes to the setti ngs of the Router. Cnce a user has logged i n to make 
changes, there are two ways that the computer can be logged out. Clicking the 
"Logout" button will log the computer out. The second method is automatic. The 
login will time out after a specified period of time The default login time out is 
10 minutes. This can be changed from 1 to 99 minutes. For more information, 
see the section in this manual titled "Changing the Login Timeout Setting". 
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LfcKJta bland ng the V\fet> Based Adwenoad User Interface 

The home page is the first page you will see when you access the Advanced User 
I nterface ( Ul ). The home page shows you a quick view of the Router's status and 
settings. All advanced setup pages can be reached from this page 



(lO) (2) (3) 




1. Quick- Navigation Links 

You can go directly to any of the Router's advanced Ul pages by clicking 
directly on these links. The links are divided into logical categories and 
grouped by tabs to make finding a particular setting easier to find. 
Clicking on the purple header of each tab will show you a short 
description of the tab's function. 

2. Home Button 

The home button is available in every page of the Ul . Pressing this 
button will take you back to the home page 

3. Internet Status Indicator 

This indicator is visible in all pages of the Router, indicating the 
connection status of the Router. \Ahen the indicator says "connection CK" 
in GREEN, the Router is connected to the I ntemet. When the Router is 
not connected to the I ntemet, the indicator will read "no connection" in 
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REQ The indicator is automatically updated when you make changes to 
the settings of the Router. 

4. Logi rV Logout Button 

This button enables you to log in and out of the Router with the press of 
one button. Wren you are logged into the Router, this button will change 
to read "Logout". Logging into the Router will take you to a separate 
login page where you will need to enter a password. Wren you are logged 
in to the Router, you can make changes to the settings. Wren you are 
finished making changes, you can log out of the Router by clicking the 
"Logout" button. For more information about logging into the Router, see 
the section called "Logging into the Router". 

5. Help Button 

The "Help" button gives you access to the Router's help pages Help is 
also available on many pages by clicking "more info" next to certain 
sections of each page 

6. LAN Settings 

Shows you the settings of the Local Area Network (LAN) side of the 
Router. Changes can be made to the settings by clicking on any one of 
the links (IP Address, Subnet IVfcek, DHCP Server) or by clicking the "LAN" 
Quick Navigation link on the left side of the screen. 

7. Features 

Shows the status of the Router's NAT firewall, and wireless features. 
Changes can be made to the settings by clicking on any one of the links 
or by clicking the "Quick Navigation" links on the left side of the screen. 

8. Internet Settings 

Shows the settings of the I ntemet/ \AAN side of the Router that connects 
to the I ntemet. Changes to any of these settings can be made by clicking 
on the links or by clicking on the "I ntemet/\AAN" Quick Navigation link 
on the left side of the screen. 

9. Version Info 

Shows the firmware version, boot-code version, hardware version, and 
serial number of the Router. 

10. Rage Name 

The page you are on can be identified by this name. This manual will 
sometimes refer to pages by name. For instance "LAN >LAN Settings" 
refers to the "LAN Setti ngs" page 
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Alternative Method Step 4: Gbrficjuri ng yaw Router for Gomection 
toyorlSP 

The "I ntemet/\AAN" tab is where you will set up your Router to connect to your 
I ntemet Service Provider. The Router is capable of connecting to virtually any 
I ntemet Service Provider's system provided you have correctly configured the 
Router's setti ngs for your I SPs connection type Your I SP connection setti ngs are 
provided to you by your I SP. To configure the Router with the settings that your 
I SP gave you, click "Connection Type" (A) on the left side of the screen. Select 
the connection type you use If your I SP gave you DIMS settings, clicking "DNS" 
(B) allows you to enter DNS address entries for I SPs that require specific 
settings. Clicking "MOC address" (Q will let you clone your corrputer's MAC 
address or type i n a specific \AAI\I MOC address, if requi red by your I SP. Wren you 
have finished rraking settings, the "I ntemet Status" indicator will read 
"connection CK" if your Router is set up properly. 





4 Port Houter j 


Setup 

* Internet Status >n- n,nwvi inm 


(A). 


UN 

1 


[internet/WAN 


(B)-_^ 


Intern^ / WAN 

Connection type 




(O- — -"" 




1 i n 


Firewall 

Ai.pl,.:-,ri..n wiw =v =" 
Qierft IPfiltir; 


1 ISP's connection bype. Tn configure the Router to connect to [.our ISP, click or, "■: onnection 
on the Interner/WAU Tab nn the left of the 

I Connection types supported: 

■ Dynamic: including ISPs that require a host name and ISPs that hind the connection 
to a specific MAC address. 

- Static IP address: the Router supports a connection to an ISP which assigns a static 




Utilities 1 


- PPPoE: the Router supports a dynamic connection type which requires a PPPoE login 
,.r,„,h.„„c,„.„. 

■ PPTP: For European users ONLY The Pouter supports connections to European ISP's 
which connect via PPTP. 






- Telstra BigPond: Australian users ONLY. The router supports connection to Telstra 
BigPond. 
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Setting your Connection Type 

From the connection type page, you can select the type of connection you use 
Select the type of connection you use by clicking the radio button (1) next to 
your connection type and then clicking "Next" (2). 



(l) 
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Select your connection type: 
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r Static 
r PPPoE 


Utilities 


r PPTP 
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Setting your ISP Connection Type to Dynarric IP 

A dynarric connection type is the most corrrron connection type found with 
cable modems. Setting the connection type to "dynamic" in many cases is 
enough to complete the connection to your I SR Some dynamic connection types 
may require a host narre. You can enter your host name in the space provided if 
you were assigned one >bur host narre is assigned by your I SP. Some dynarric 
connections may require that you clone the MOC address of the PC that was 
originally connected to the modem 



5stup 



(1) • 

(2) 



I Dynamic IP 
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1. Host Name 

"This space is provided to enter a host name that needs to be visible to your 
I SP. Enter your host name here and dick "Apply Changes" (3). If your I SP 
did not assign you a host name, or you are not sure, leave this blank. 

2. Change WAN MQC Address 

I f your I SP requi res a specific Mac address to connect to the service, you 
can enter a specific MAC address or clone the current computer's Mac 
address through this link 



Setting voir ISP Cbmecti on Type to Static IP 

A static I P address connection type is less corrrron than other connection types. 
If your I 3 d uses static I P addressing, you will need your I P address, subnet mask 
and I SP gateway address. This information is available from your I SP or on the 
paperwork that your I SP left with you. Type in your information, then click 
"Apply Changes" (5). After you apply the changes, the I ntemet Status indicator 
will read "connection CK" if your Router is set up properly. 




IPftUess 

Provided by your I SP. Enter your I P address here. 
SiJsnet IVfask 

Provided by your I SP. Enter your subnet mask here 
I SP Gateway Address 

Provided by your I SP. Enter the I SP gateway address here. 

ivy ISP Provides Mare Than one Static IP Address 

I f your I SP assigns you more than one static I P address, your Pouter is 
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capable of handling up to five static \AAIM I P addresses. Select 
"M/ I SP provides more than one static I P address" and enter your 
additional addresses. 



Setting your ISP Gomection Type to Point-to- Point Protocol 
over Ethernet (PPPoE) 

Mast CSL providers use PPPoE as the connection type I f you use a CSL modem 
to connect to the I ntemet, your I SP rray use PPPoE to log you i nto the service 
If you have an I ntemet connection in your home or small office that doesn't 
require a modern you may also use PPPoE 

Mxr Gomection type is PPPoE if: 

1. Your I SP gave you a user name and password that is requi red to connect 
to the I ntemet; 

2. >four I SP gave you software such as WnPCET, Entemet300 that you use to 
connect to the I ntemet; or, 

3. You must double- click on a desktop icon other than your browser to get 
on the I ntemet. 

TP set the Router to use PPPoE type i n your user name and password i n the 
spaces provided I f you do not have a service name or do not know it, leave the 
"Service Name" field blank After you have typed in your information, click 
"Apply Changes" (6). After you apply the changes, the I ntemet Status indicator 
will read "connection CK" if your Router is set up properly. 




(6) 
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1. User rbre 

This space is provided to type in your user name that was assigned by 
your I SP. 

2. ftissword 

Type in your password and retype it into the "Retype Password" box to 
confirm it. 

3. Service Name 

A service name is rarely requi red by an I SP. If you are not sure if your I SP 
requires a service name, leave this blank 

4. MIL) 

The MTU setti ng should never be changed unless your I SP gives you a 
specific MTU setting. Making changes to the MTU setting can cause 
problems with your I nternet connection including disconnection from the 
I ntemet, slow I nternet access, and problems with I ntemet applications 
working properly. 

5. Disconnect after X.. . 

The "Dsconnect" feature is used to automatically disconnect the Router 
from your I SP when there is no activity for a specified period of time For 
instance, placing a check mark next to this option and entering "5" into 
the rrinute field will cause the Router to disconnect from the I ntemet 
after five rrinutes of no I ntemet activity. This option should be used if 
you pay for your I ntemet service by the rri nute 

Setting you- ISP Connection Type to Rant- to- Rant "ILmding FYotoool ( PPTP) 

[ European Countries Cnly] . Some I SPs require a connection using PPTP protocol, 
a type of connection most corrrron in European countries. This sets up a direct 
connection to the I SPs system Type in the information provided by your I SP in 
the space provided. \Anen you have finished click "Apply Changes". After you 
apply the changes, the I ntemet Status indicator will read "connection CK" if 
your Router is set up properly 
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Setup 



IntemEt Stains- m imaicrtuiti 




1. PPIP Account 

Provided by your I SP. Enter your PPTP account name here. 

2. PPTP Password 

Type in your passv\ord and retype it into the "Retype Password" box to 
confirm it. 

3. Host Name 

Provided by your I SP. Enter your host name here. 

4. Service IP Address 

Provided by your I SP. Enter your service I P address here: 

5. ivy IP Address 

Provided by your I SP. Enter the I P address here. 

6. ivy Subnet ivfask 

Provided by your I SP. Enter the I P address here. 

7. Connection ID (optional) 

Provided by your I SP. I f your I SP did not give you a connection I D, leave 
this blank 
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8. Disconnect after X... 

The Dsconnect feature is used to autorrBtically disconnect the Router from 
your ISP when there is no activity for a specified period of time. For 
instance, placing a check mark next to this option and entering "5" into the 
minute field will cause the router to disconnect from the I ntemet after five 
minutes of no I ntemet activity. This option should be used if you pay for 
your I ntemet service by the mi nute 



Setting your Gbmection Type if you are a Telstra Big Fond User 

[Ajstralia Chly] Your user name and password are provided to you byTelstra Big 
Pond. Enter this information below Choosing your state from the drop-down 
menu (6) will automatically fill in your login server I P address If your login 
server address is different than one provided here, you may manually enter the 
login server I P address by placing a check in the box next to "Manually Enter 
Server I P Address" (4) and type in the address next to "Login Server" (5). Wren 
you have entered all of your information, click "Apply Changes" (7). After you 
apply the changes, the I ntemet Status indicator will read "connection CK" if 
your Router is set up properly 




Select your State 

Select your state from the drop-down menu (6). The "Login Server" box 
will automatically be filled in with an I P address If for some reason this 
address does not match the address that Telstra has given you, you can 
manually enter the login server address See "Manually Enter Server I P 
Address" (4). 
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2. User Naive 

Provided by your I SP. Type in your user name here. 

3. Ffassword 

Type in your password and retype it into the "Retype Password" box to 
confirm it. 

4. rvbnually Enter Server I P AdrJress 

If your login server I P address is not available in the "Select Your State" 
drop-down menu (6), you may manually enter the login server I P address 
by placing a check in the box next to "IVbnually Enter Server I P Address" 
and type in the address next to "Login Server" (5). 



Setting Custom Dormin Name Server (DIMS) Settings 

A "Domain Name Server" is a server located on the I ntemet that translates 
Universal Resource Links (URLs) like "www.belkin.corn" to I P addresses. Many 
I SPs do not require you to enter this information into the Router. The "Automatic 
from I SP" box ( 1) should be checked if your I SP did not give you a specific DNS 
address. I f you are usi ng a static I P connection type, then you may need to 
enter a specific CINE address and secondary DNS address for your connection to 
work properly. If your connection type is dynamic or PPPoE, it is likely that you 
do not have to enter a DNS address. Leave the "Automatic from I SP" box 
checked To enter the DNS address setti ngs, uncheck the "Automatic from I SP" 
box and enter your DNS entries in the spaces provided. Click "Apply Changes" (2) 
to save the setti ngs. 



(l) 
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1 If your ISP provided you with .= specific DMS address to use, enter the address in this window 
1 and click "ftpplv ■Ihariaes", More Info 
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CorficjLrincj your VWJ Macfa Access Controller (MOO Address 

All network corrponents including cards; adapters, and routers, have a unique 
"serial number" called a MAC address. Your I SP may record the M^C address of 
your computer's adapter and only let that particular corrputer connect to the 
I ntemet service Wren you install the Router, its own Mac address will be "seen' 
by the I SP and may cause the connection not to work. Belkin has provided the 
ability to clone (copy) the M^C address of the corrputer into the Router. This 
MOC address, in turn, will be seen by the I SPs system as the original M^C 
address and will allow the connection to work If you are not sure whether your 
I SP needs to see the origi nal MAC address, si rrply clone the MAC address of the 
corrputer that was origi nal ly connected to the modem Ooni ng the address wi 1 1 
not cause any problerrE with your network 
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aoningyrxr MOC Address 

To clone your MAC address, make sure that you are usi ng the corrputer that was 
CRIG ISI^mr"G3SISECTHDto your rrodem before the Router was installed, dick the 
"Oone" button (1). dick "Apply Changes" (2). Your MOCaddness is now cloned 
to the Router. 

Brtering a Specific MOC Address 

I n certai n ci rcumstances you rray need a specific \AAIM M^C address. You can 
manual ly enter one i n the "MAC Address" page Type i n a M^C address i n the 
spaces provided and click "Apply Changes" to save the changes. The Router's 
\AAN MOC address will now be changed to the MAC address you specified 
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Using the V\feb- Based Ahenoed User Interface 

Usi ng your I ntemet browser, you can access the Router's \Aeb-Based Advanced 
User I nterface I n your browser, type "192.168.2.1" (do not type in anything else 
such as "http:// " or "wm/'J then press the "Enter" key. 



Address 



192.168.2.1 



You will see the Router's home page in your browser window 



Mewing the LAN Settings 

Clicking on the header of the LAN tab (A) will take you to the LAN tab's header 
page A quick descri ption of the functions can be found here lb view the 
settings or make changes to any of the LAN settings, click on "LAN Settings" (B) 
or to view the list of connected computers, click on "DHCP client list" (Q. 



(A) . 

(B) - 
<Q' 





[ 

Setup 

■ Internet Status' M uuincftain 




Internet / WAN 
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- Change the Internal IP address of the Router. The default - 192.1 68. 2.1 

- Change the Subnet Mask. The default = 255.Z5 5.2 S5.0 

- Enable/Disable the DHCP Server Function. Default - ON (Enabled) 

- Specify the Starting and Ending IP Pool Address. Default = Starting: Z / Ending: 100 

- Specify the IP address Lease Time. Default - Forever 


Utilities 


- Specify a local Domain Name. Default - NONE 

To make changes, clitic "LAN Settings" on the LAN tab to the left. 

The Router will also provide ,ou ■■■ith a list oi all client computers connected to the network, To 
vie:'.-: the lis!, click "DHCP dient Let" on the LAN tab to the left, 
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Chancing LAN Settings 

All settings for the internal LAN setup of the Router can be viewed and 
changed here. 




1. IP Address 

The "I P address" is the i ntemal I P address of the Router. The default I P 
address is "192.168.2.1". To access the advanced setup interface, type 
this I P address into the address bar of your browser. This address can be 
changed if needed. To change the I P address, type in the new I P address 
and click "Apply Changes". The I P address you choose should be a non- 
routable I P. Examples of a non-routable I P are: 
192.168.X.X (where x is anything between 0 and 255) 
10-xx.x (where x is anything between 0 and 255) 

2. SLtnet Nfask 

There is no need to change the subnet mask. This is a unique, advanced 
feature of your Belkin Router. It is possible to change the subnet mask if 
necessary, however, do NOT make changes to the subnet mask unless you 
have a specific reason to do so. The default setting is "255.255.255.0". 
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3. DHCP Server 

The DHCP server function makes setting up a network very easy by 
assigning I P addresses to each computer on the network automatically 
The default setting is "Cn". The DHCP server can be turned CFF if 
necessary however, in order to do so you rrust manually set a static I P 
address for each computer on your network. To turn off the DHCP server, 
select "Off" and click "Apply Changes". 

4. IP Ftool 

The range of I P addresses set aside for dynarric assignment to the 
computers on your network. The default is 2-100 (99 computers). If you 
want to change this number, you can do so by enteri ng a new starti ng 
and ending I P address and clicking on "Apply Changes". The DHCP server 
can assign 100 I P addresses automatically. This means that you cannot 
specify an I P address pool larger than 100 computers. For example, 
starting at 50 means you have to end at 150 or lower so as not to exceed 
the lOO-client lirrit. The starting I P address rrust be lower in number 
than the ending I P address. 

5. Lease lime 

The length of ti me the DHCP server wi 1 1 reserve the I P address for each 
computer. \Ae necomrend that you leave the lease time set to "Forever". 
The default setting is "Forever'', meaning that any time a computer is 
assigned an I P address by the DHCP server, the I P address will not change 
for that particular computer. Setting lease times for shorter intervals such 
as one day or one hour frees I P addresses after the specified period of 
time This also means that a particular computer's I P address may change 
over time I f you have set any of the other advanced features of the 
Router such as DMZor client I P filters, these are dependent on the I P 
address. For this reason, you will not want the I P address to change 

6. Local Domain Name 

The default setting is "Belkin". You can set a local domain name (network 
name) for your network. There is no need to change this setting unless 
you have a specific advanced need to do so. You can name the network 
anything you want such as "Mr NETWORK". 
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Mewincjthe DHCP Client List Ffege 

You can view a list of the corrputers (known as clients), which are connected to 
your network. You are able to view the I P address ( 1) of the corrputer, the host 
name (2) (if the corrputer has been assigned one), and the MAC address (3) of 
the corrputer's network interface card (MQ. Pressing the "Refresh" (4) button 
will update the list. If there have been any changes, the list will be updated 
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Configuring tiie Wireless Network Settings 

The Wneless tab lets you make changes to the vu reless network setti ngs From 
this tab you can make changes to the wireless network name (SSI P), operating 
channel, encryption security settings, and configure the Router to be used as an 
access poi nt. 
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• Encryption 

Turn on the encryption security, change vour encryption key s and select the 
rate of encryption. 

• USE as Access Point 

Set the operating mode of the Router to fiP mode 


Utilities 

RertorafirtJri defaults 
Saie/Badtup current savings 1 
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Changing the Wireless Network Name (SSID) 

lb identify your wireless network, a name called the S3 D (Service Set Identifier) 
is used The default SSI D of the Router is "WVW. You can change this to 
anythi ng you want to or you can leave it unchanged I f there are other wi reless 
networks operating in your area, you will want to make sure that your SSI D is 
unique (does not match that of another wireless network in the area), lb change 
the SSI P type in the SSI D that you want to use and click "Apply Changes". The 
change is i rrrrediate I f you make a change to the SSI D, your wi reless-equi pped 
computers may also need to be reconfigured to connect to your new network 
name. Refer to the documentation of your wi reless network adapter for 
information on making this change 



Channel and SSID 



To make changes to the wireless settings of the router, make the changes 
here. Click "Apply Change?" to 5ave the setting?. More Info 



Wireless Channel > 



SSID > 



WLAN 



Broadcast SSID 



Accept "ANY" SSID > 



0 More Info 
More Info 
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Changing the Wireless Channel 

There are a nurrber of operating channels you can choose from I n the United 
States, there are 11 channels, I n the United Kingdom and most of Europe, there 
are 13 channels I n a small number of other countries, there are other channel 
requi rements Maur Router is configured to operate on the proper channels for 
the country you reside in. The default channel is 11. The channel can be 
changed if needed. I f there are other wi reless networks operati ng i n your area, 
your network should be set to operate on a channel that is different than the 
other wireless networks For best perforrrancei use a channel that is at least f\\/e 
channels away from the other wireless network. For instance, if another network 
is operating on channel 11, then set your network to channel 6 or below To 
change the channel, select the channel from the drop-down list. Click "Apply 
Changes". The change is irrrrediate 



Channel and SSID 



To nfllkc changes to er.c wireless settings at the router, moke the ehorigcs 
hore.Tjhck "Apply tjrianqas™ to save the settings. More Info 



wireless channel > 
SSID 9 

Accept "(WIT" SSJI> > 
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Using the AxEpt "ANY" S9DRx*ue 

Note This acK^nced feature should be employed by acK^nced users only. A feature; 
of wireless networking is the ability to scan for networks and connect to them 
easily For instance, you can set up a wireless-equipped computer to connect to 
and an S9 Deal led "AISrY". This forces the wireless network adapter in the computer 
to look for any network i n the area and connect to it. For ease-of-use this is very 
oon\^nient, but i n some cases you may want users to ha\^ to specify the name of 
the network. "You can program the Ftouterto reject a wireless-equipped computer 
looki ng for an SSI D of "AW. Fterro\^ the check rrark i n the box next to "Accept 
AW SSI D', then click "Apply Changes" The change is irrrrediate Each computer 
now needs to be set to connect to your spedfic S3 D, an SSI Dof "AW' will no 
longer be accepted Ftefer to the documentation of your wi reless network adapter 
for information on making this change 

Using the Bro a dcast S9DFeatire 

INbte This advanced feature should be employed by acK^nced users only. Fbr 
security you can choose not to broadcast your network's SSI D Doing so will keep 
your network name hidden from computers that are scanni ng for the presence of 
wireless networks. To turn off the broadcast of the SSI D, rerrowe the check rrark 
fromthe box next to "Broadcast SSI D', then dick "Apply Changes". The change is 
irrrrediate Each computer now needs to be set to connect to your spedfic SSI C( 
an SSI D of "AMY" wi 1 1 no longer be accepted Ffefer to the documentation of your 
wireless network adapter for information on rraking this change 

Changing the W reless Encryption Settings 

Clicking on the "Encryption" link in the "Wreless" tab will take you to the 
Encryption settings screen. To make setting up your network for the first time easy 
the Ffcxjter ships with encryption turned off. If you wish to turn on encryption, you 
can do so fromthis page Turning on encryption will require you to set each of 
your wireless-equipped corrputers with the same encryption settings that you 
make in the Ftouter. Ftefer to the documentation of your wireless network adapter 
for information on making this change 

There are two types of encryption to choose from 64-bit and 128-bit encryption. 
Using encryption will make your network rrore secure, but will slowdown the 
network performance Although network performance will be reduced, it is likely 
the change will not be detectable to users of the network 
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Setting Bxryption Automatically Using a Ffesspnrase 

Mote to Mac users The Passphrase option will not operate with ApplecBAirRort® lb 
configure encryption for your Mac oorrputer, set the encryption using the manual 
method described in the next section. 



Select "64-bit 
automatically" or 
"128- bit 

automatically" from 
the drop-down menu. 



Encryption 



Ynu can SEt 
nctwcrfc scnji 



&4-bft nirtamafi dally 
12B-br! manual 
1 aulpmatiGafv 



Using e*icrvc4ian can help kwp vc-Jr 
Equvalcnt pnyaef "mc nnLtrc 



2. Type in a passphrase A passphrase is like a password. It can be a mixture 
of numbers and letters. After you type in your passphrase, click 
"Generate". Wren you click "Generate", the key fields below will become 
populated. Note: 



64-bit encryption 
wi 1 1 generate four 
keys and 128-bit 
encryption will 
generate only one 
key. Select the 
key you want to 
use by clicking 
the radio button 
next to it. Gick 
"Apply Gianges". 



EncrypSon 



! E J VUH uulunibiluijly 



[ general ^ 



Apply changes 



3. Encryption in the Router is now set. Each of your computers on your 
wireless network will now need to be configured with the same 
passphrase Refer to the documentation of your wireless network adapter 
for information on making this change 
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Setting Bxryption IVfanually Using a Hesradedmal Key 

A hexadecimal key is a mixture of numbers and letters from A-F and 0-9. 64-bit 
keys are five 2-digit numbers, 128-bit keys are 13 2-digit numbers. 

For i nstance: 

AF OF 4B C3 D4 =64-bit key 

C3 03 0FAF0F4BB2C3Cn4BC3DlE7 =128-bit key 

I n the boxes below, make up your key by writi ng i n two characters between A-F 
and 0-9. You will use this key to program the encryption settings on your Router 
and your wi reless computers. 

Example: \AF [W f*fT ^ 

^rrrnn 

^rrrrrrrrrr 



1 Jfi bit: 



Note to Mac users: Qiginal Apple ArPort products support 64-bit encryption only. 
Apple ArPort 2 products can support 64-bit or 128-bit encryption. Please check 
your product to see which \ersion you are using If you cannot configure your 
network with 128-bit encryption, try 64-bit encryption. 

1. Select "64-bit 



Encryption 



: *■ ■■ 



I- i\~ LI- I 



Hear ctiang es. W Apply rtiangE! 



manually" or "128-bit 
manually from the 
drop-down menu. 

If using 64-bit 
encryption, there will 
be four key fields I f 
using 128- bit 
encryption, there will 
be one key field. I n 
the key fie)d(s), type in the hexadecimal key(s) that you wish to use. 
Wren finished typing in your keys, select which key you want to use by 
clicking the radio button next to it. Click "Apply Changes". 

Encryption in the Router is now set. Each of your computers on your 
wireless network will now need to be configured with the same 
hexadecimal key. Refer to the documentation of your wireless network 
adapter for information on making this change 
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Lfeing the /Scoesis Ftaint Made 

Note This advanced feature should be employed by advanced users only. The 
Router can be configured to work as a wireless network access point. Using this 
mode will defeat the NAT I P sharing feature and DHCP server. I n AP mode, the 
Router will need to be configured with an I P address that is in the same subnet 
as the rest of the network that you will bridge to. The default I P address is 
192.168.2.254 and subnet rrask is 255.255.255.0. These can be custom zed for 
your need. 

1. Enable the AP mode rry selecting "Enable" in the "Use as Access Point only 
page Wren you select this option, you will be able to change the I P 
settings 

2. Set your I P settings to match your network Click "Apply Changes". 

3. Connect a cable from the \AAN port on the Router to your existi ng network 

The Router is now acti ng as an Access Poi nt. To access the Router advanced 
user interface again, type the I P address you specified into your browser's 
navigation bar. You can set the encryption settings, IWVC address filtering, 
SSI D and channel normally. 
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Gartfiguringthe Firewall 

Your Router is equipped with a firewall that will protect your network from a 
wide array of corrrron hacker attacks including: 

• I P Spoof i ng 

• Land Attack 

• Pi ng of Death ( PoD) 

• Denial of Service (DOS) 

• I P with zero length 

• Srrurf Attack 

• "TCP Null Scan 

• SYN flood 

• UDP flooding 

• Tear Drop Attack 

• I OVP defect 

• RIP defect 

• Fragment flooding 

The firewall also masks corrrron ports that are frequently used to attack networks 
These ports appear to be "Stealth" meaning that for all intents and purposes, they 
do not exist to a would-be hacker. >rbu can turn the firewall function off if needed 
however, it is rerorrmended that you lea\« the firewall enabled Disabling the 
firewall protection will not lea\^your rretwork completely vulnerable to hacker 
attacks, but it is recorrrrended that you lea\^ the firewall enabled 
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Gbrtfi coring the Ftart Forwartlng Settings 

Application gateways let you select ports to be open for certain applications to 
work properly with the Network Address Translation ( ISFkT) feature of the Router. 
A list of popular applications has been included to choose from You can select 
an application from the drop-down list and the proper settings will be 
prograrrrred into the Router. If the application you want to set up for is not 
here, check the "Virtual Servers" page by clicking "virtual Servers" on the left 
side of the screen. If you cannot find your application in either the "Application 
Gateways" screen or the "virtual Servers" screen, you will need to check with the 
application vendor to deterrrine which ports need to be configured You can 
manually input this port inforrration into the Router. 
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Choosing an Application 

Select your application from the atop-down list, dick "Add". The settings will be 
transferred to the next available space in the screen. Click "Apply Changes" to 
save the setting for that application. To remove an application, select the 
number of the row that you want to remove then click "Clear". 



Sfi^ A 

4 Port Router H 

Fur VnHa md 05L Mnrinms 

U*N ; Sittlngs ^M< 
CHC effer* Kit 

Internet / WAN 



Setup 



Application gateways 



a that specific ports in the Roi 




enable and disable settings v 



ress applications and oth 
;cess by the application!;, 
irts in your firewall can p 
is recommended that yoi 
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Select One 
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Gbnfigfing I n ter n al Fotwaicing Settii i gs 

The Virtual Servers function will allow you to route external (Internet) calls for 
services such as a web server (port 80), FTP server (Port 21), or other 
applications through your Router to your internal network. 5 nee your internal 
corrputers are protected by a firewall, computers outside your network (over the 
I ntemet) cannot get to them because they cannot be "seen". A list of corrrron 
applications has been provided in case you need to configure the virtual Server 
function for a specific application. If your application is not listed you will need 
to contact the application vendor to find out which port settings you need 



Firei-iall > Virtual s 



Virtual servers 




□ear changes M Apply thang 



Add .Active Worlds 

Clear .nt^ fTl] 



~3 Add I 

Clear I 



Enable Description Inbound port Type Private IP addrt 



|TCPd 
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Choosing an Application 

Select your application from the drop-down list. Click "Add". The settings will be 
transferred to the next available space in the screen. Click "Apply Changes" to 
save the setting for that application. To remove an application, select the 
number of the row that you want to remove then click "Clear". 

ivhnually Entering Settings into the Virtual Server 

To manual ly enter setti ngs, enter the I P address i n the space provided for the 
internal (server) machine, the port(s) required to pass (use a corrma between 
rrultiple ports), select the port type (TCP or UDP), and click "Apply Changes". 
You can only pass one port per internal I P address. Cpening ports in your 
firewall can pose a security risk You can enable and disable settings very 
quickly. It is recommended that you disable the settings when you are not 
using a specific application. 
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Setting diet* IP filters 

The Router can be configured to restrict access to the I ntemet, e-mail, or other 
network services at specific days and times. Restriction can be set for a single 
corrputer, a range of computers, or rrultiple computers. 



4 Port Router 

Far Cobb Bid D5L Modem! 




Setup 



Client IP filters 



Internet 5tatus- M mnnertlun 



Type Block Time Day 



-I — r 



192 163. 2. 



192. 163, 2. . 



<\ — r 



tcp _ r 

' BOTH 

r TCP _ [77. 



JN jj 1 12:00 AM _J 



r 



-i — r 



I'J |l 2:DC A M _J 



J |12:[ID AM _J 
J _J| 12:00 AM 



I _J| 12:00 AM _J 



i — r 



I SUN _J 1 12:00 AM _J 
•-AI,.,, | SUN J 1 12:00 AM jj 



To restrict I ntemet access to a si ngle corrputer for example, enter the I P address 
of the corrputer you wish to restrict access to i n the I P fields ( 1) . Next, enter 
"88" in both the port fields (2). Select "Both" (3). Select "Block" (4). You can 
also select "Always" to block access all of the time. Select the day to start on 
top (5), the time to start on top (6), the day to end on the bottom (7), and 
the time to stop (8) on the bottom Select "Enable" (9). Click "Apply Changes". 
The corrputer at the I P address you specified will now be blocked from I ntemet 
access at the ti rres you specified. INbte: Be sure you have selected the correct 
time zone under "Utilities> System Settings> Time 2bne". 

(1) (2) (5) (6) 



Type Block Time 

Otcp 




Day' 

SUN 



Time \ Enable 

12:00 A.M. v 



SUN^v||1g:00A.M^v 



(7) 



(8) 



0 



(9) 
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Setting MQCAdcfcess Filtering 

The MAC address f i Iter is a powerful security feature that al lows you to specify 
which corrputers are allowed on the network. Any corrputer atterrpting to 
access the network that is not specified in the filter list will be denied access. 
Wren you enable this feature, you rrust enter the MAC address of each client 
(corrputer) on your network to al low network access to each. The "Block" 
feature lets you turn on and off access to the network easily for any corrputer 
without havi ng to add and remove the computer's M^C address from the I ist. 



4 Port Router 

Fnr l~nHn aai l~mi MeIeittb 



UN 

DHCP dierrc lirt 



IntErnet / WAN 



\ 



Utilities 



Rertart router 
Sifc^Baiiup current =-ettTO5 



5etup 



fall > MAC address filterii 



MAC address filtering 




This feature lets vou set up a list of allowed clients. When you enable this feati 
enter the MAC address of each client on your network to allow network at 

More Info 



Enable MAC Address Filtering > 
MAC Address Filtering List > 



\ 





Block 


Host 


1 MAC Address 1 






□ 






| «Add -f^ 




Clear changes W Apply changes 



To enable this feature, select "Enable MOCAddress Filtering" (1). Next, enter the 
MOCaddress of each corrputer on your network by clicking in the space provided 
(2) and entering the MOC address of the corrputer you went to add to the list, 
dick "Add" (3), then "Apply Changes" to save the settings. To delete a MAC 
address from the list, simply click "Delete" next to the M^C address you wjsh to 
delete Click "Apply Changes" to save the settings. 



INbte: >rbu will not be able to delete the M°C address of the corrputer you are using 
to access the Router's adrrinistrative functions (the corrputer you are using now). 



51 



USING THE WEB-BASED ADVANCED USER INTERFACE 



Enabling the Derrilitarized 'Zone (DIVE} 

The DMZ feature allows you to specify one computer on your network to be 
placed outside of the firewall. This may be necessary if the firewall is causing 
problems with an application such as a game or video conferencing application. 
Use this feature on a terrporary basis. The corrputer i n the DMZ is NOT protected 
from hacker attacks. 



4 Port Router 

For r*Hp t «- DSL 

DHCP di=nc list 

Internet / WAN 



Setup 



Internet Status: no umnettun 




DMZ 



The DMZ feature allows you to specify one computer on your network to be placed outside of 
the NAT firewall. This may be necessary if the NAT feature is causing problems with an 
application such as a game or video conferencing application Use this feature on a temporary 
basis. The computer in the DMZ is not protected From hacker attacks. To put a computer in the 
DMZ, enter the last digits of its IP address in the field below and select "Enable". Click 

. h r ii t . -h - . ■ ■ r .; - i . - ,\ rt ■ t n,.„ tt.l.t 



IP Address of Virtual DMZ Host > 



Utilities 

Restart routar 
Restore factory defaults 
?3je/&3fi"jp current ^etririgs 
Restcre previous settings 
Firmware update 
System Settings 





Static IP 


Private IP 


Enable 






192. 168. 2. | 


r 



Clear changes I Apply changes 



To put a corrputer in the DMZ enter the last digits of its I P adctess in the I P 
field and select "Enable". Click "Apply Changes" for the change to take effect. I f 
you are using rrultiple static \AAIM I P adcfresses, it is possible to select which 
\AAIM I P aoUress the DM7 host will be directed to. Type in the \AAN I P address you 
wish the DMZ host to direct to, enter the last two digits of the I P address of the 
DMZ host corrputer, select "Enable" and click "Apply Changes". 



52 



USING THE WEB-BASED ADVANCED USER INTERFACE 



Blocking an I CJVP Ping 

Cbrrputer hackers use what is known as "pinging" to find potential victims on 
the I ntemet. By pinging a specific I P address and receiving a response from the 
I P address, a hacker can deterrri ne that something of interest might be there. 



I 



Restart router 



Sometimes it may be necessary to Restart or Reboot the router if it begins working improperly. 
Restarting or Rebooting the Router will not delete any of your configuration settings. Click the 
"Restart Router" button below to Restart the Router. 



Restart Router 



4 Port Router 

For [alii? and DEL ModEms I 



Block ICMP ping 



Block ICMP Ping > 



Clear changes M Apply changes 



(i) 




The Router can be set up so it will not respond to an ICJvp ping from the 
outside. This heightens the level of security of your Router. 

To turn off the ping response, select "Block I CM 3 Ping" (1) and click "Apply 
Changes". The Router will not respond to an ICJvp ping. 
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Utilities Tab 



4 Port Router 

For aid D5L Modem 
UN 

LXt Settings 
DHO>dlfirt list 



Internet / WAN 

Giinnection type 



Giant IP filters 
MrV: addrEss filtering 



Utilities 



Restart Router 

Sorrir+mirs it may he necessary to Reset or Reboot the router if it begins working 

improperly . Resetting Mr P. e boo Ling the Pouter '.'.'ill not delete erry of youi oonfigui -a f" s o r ■ 
settings. 

Restore Default Settings 

Uf-ino. this option will restore all of the settings in the Pouter to the factory (default) 
setting:".. It is recommended that /ou backup ycujr settings before you restore all of the 
defaults , 

Save Current Configuration 

You can save your current configuration by using this feature, Saving your configuration 
'.-vill allow you to restore it later if your settings are lost or changed. It is recommended 
that you backup your current configuration before performing a firmware update. 



• Firmware Update 

From time to time, Belkin may release new versions of the Router's firmware, Firmware 
updates contain feature improvements and fixes to problems that may have existed. 

• System Settings 

The System Settings page is where you can enter a 
time ione, enable remote management and turn on 
Router. 



Utilities 

This screen lets you manage different parameters of the Ftouter and perform 
certain adrrini strati functions. 
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Restarting the Router 

SometimES it rray be necessary to restart or reboot the Router if it begins 
working irrproperly. Restarting or rebooting the Router will NOT delete any of 
your configuration settings. 



I 



Restart router 



Sometimes it may be necessary tc Restart or Reboot the router if it begins working improperly. 
Restartting or Rebooting the Router will not delete any of your configuration setting?. Click the 
"Restart Router" button below to Restart the Router. 



Restart Router 



Restarting the Router to Restore Normal Operation 

1- Click the "Restart Router" button. 

2- The following message will appear. Qick "CK". 



Microsoft Internet Explorer 




3. The following message will appear. Restarting the Router can take up to 
60 seconds. It is irrportant not to turn off the power to the Router 
during the restart. 



Microsoft Internet Explorer 




4. A 60- second countdown will appear on the screen. Wren the countdown 
reaches zero, the Router will be restarted. The Router home page should 
appear automatically If not, type in the Router's address (default = 
192.168.2.1) into the navigation bar of your browser. 



I 



Reset Successfully 



The reset is complete when the power light stops blinking. 
Router is rebooting |^°' | seconds remaining. 
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Restoring Factory Default Settings 

Using this option will restore all of the settings in the Router to the factory 
(default) settings. It is recommended that you back up your settings before you 
restore all of the defaults. 



Restore factory defaults 



Using this option will restore all of the settings in the Router to the factory (default) settings. It 
is recommended that you backup your settings before you restore all of the defaults. To restore 
the factory default settingsj click the "Restore Defaults" button below. 

Restore Defaults 



1- dick the "Restore Defaults" button. 

2- The following message will 
appear, dick "CK". 



Microsoft Internet Explorer 



WARMING: 

All Your Settings Will be Lost! 
Are You Sure You want to do this? 



The following message will 
appear. Restoring the defaults 
includes restarting the Router. 
1 1 can take up to 60 seconds. 
It is important not to turn the 
power to the Router off duri ng 
the restart. 



Microsoft Internet Explorer 



During the restart, it needs some time. 

Please don't turn off the router during the time. 



A 60- second countdown will 

appear on the screen. Wren the countdown reaches zero, the Router's 
defaults will be restored. The Router home page should appear 
automatically. If it does not, type in the Router's address 
(default =192.168.2.1) into the navigation bar of your browser. 

| Restore factory defaults Successfully 

The restore is complete when the power light stops blinking. 



Router is rebooting |-'^ | seconds remaining. 
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Seizing a GLrrent Corf ] cjLiTti on 

You can save your current configuration by using this feature. Saving your 
configuration will allow you to restore it later if your settings are lost or 
changed. It is recorrrrended that you back up your current configuration before 
perform ng a fi rrrware update 



I 



Save/Backup current settings 



You can save your current configuration by using this feature, Saving your configuration will 
allow you to restore it later if your settings are lost or changed. It is recommended that you 
backup your current configuration before performing a firmware update. 

[ Save 1 



1. dick "Sa\/e". A window called "File Download" will open. Qick "Sa\/e". 



File Download 



, You are downloading the file: 
config.bin from 192.168.2.1 



Would you like to open the file or save it to your computer? 



Open 



Save 



Cancel 



More Info 



0 Always ask before opening this type of file 
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2- A window will open that allows you to select the location where you want 
to save the configuration file. Select a location. You can name the file 
anything you want, or use the default name "Cbnfig". Be sure to name the 
file so you can locate it yourself later. Wren you have selected the 
location and name of the file, click "Save". 



My Recenl 
Documents 



^ Desktop 



■i^Mv Documents 
^ Hy Computer 
** My Network Places 



Mji Documents 
My Computer 

File name: BBffir^ ~ 

My Network Save as type: .bin Dooument 



3. \A^len the save is complete, 
you wi 1 1 see the wi ndow 
below Oick "aose". 

The configuration is 
now saved. 



Download complete 



= .. J !.fCiwnio.?ii:i 1 ompletiv 



5aved: 

config.bin from 192.16S.2.J 



Ikjwfeaded: 16.0 KB in 1 sec 

Download to: C:\Documents and Setting. ..\config.bin 

Transfer rate: 16.0 KB/5ec 

I I Close this dialog bow when download completes 



□ pen 



I Open Folder 



1 [ V Close I 
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Restoring a Previous Configuration 

This option will allow you to restore a preN/iously saved configuration. 



I 



Restore previous Settings 

This option will allow you to restore a previously saved configuration. 



1 1 Browsed 



Restore 



1. Click "Browse". A window will open that allows you to select the location 
of the configuration file: All configuration files end with a ".bin". Locate 
the configuration file you want to restore and double-click on it. 



~3 O ' : H- 



OiXLKTienr.s 

I - ifj My Computer 

Recenl *^My Network Places 
Doajmen,s r^5naglt6 



§P5nagIt Studio 6 

Desktop 



My Documents 
My Computer 

My Network Filename: 
Places 

Files of type: 



Type: BIN File 

Date Modified: 10/11/2002 3:34 PM 
5ize: 15,0 KB 



~3 
"3 



Oper 



2. You will be asked if you want to continue: Click "CK". 



Microsoft Internet Explorer 
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3. A rem nder wi ndow wi 1 1 appear. 1 1 wi 1 1 take up to 60 seconds for the 
configuration restoration to complete. Click "CK". 



4. A 60- second countdown will appear on the screen. When the countdown 
reaches zero, the Router's configuration will be restored. The Router home 
page should appear automatically. If not, type in the Router's address 
(default =192.168.2.1) into the navigation bar of your browser. 



Restored Settings Successfully 





This is normal, Do not power down the base station during this time, 




The restored settings is complete when the power light stops blinking. 



Router is rebooting 




seconds remaining. 
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Updating firm/uare 

From ti me to ti me, Bel ki n may release new versions of the Router's f i rrrware. 
Rrrrware updates contain feature i mprovements and fixes to problems that 
may have existed. \Nhen Bel kin releases new fi rrrware, you can download the 
firmware from the Bel kin update website and update your Router's firmware to 
the latest version. 

I Firmware Update 



From time to time, Belkin may release new versions of the Router's firmware. Firmware 
updates contain improvements and fixes to problems that may have existed. Click the link 
below to see if there is a new firmware update available for this Router. 



NOTE: Please backup your current settings before updating to a new 
Click Here to go to the Save/Backup current settings page. 
Check For New Firmware 
Version 

Update Firmware > 



■/ersion of firmware. 



Check Firmware 



r 



Update | . 



Browse... -f ~ 



-(1) 



(2) 



(3) 



Checking for a New Version of Firm/vane 

The "Check Fi rrrware" ( 1) button al lews you to i nstantly check for a new version 
of fi rrrware. \Ahen you click the button, a new browser window will appear 
inform ng you that either no new fi rrrware is available or that there is a new 
version available If a new version is available, you will have the option to 
download it. 

Dnnrioad ng a NewVferaon of Firmware 

If you click the "Check Rrrrware" button and a new version of fi rrrware is 
available, you will see a screen such as the following. 



'si Mew Firmware Available - Microsoft Internet Explorer | - || □ || X| 



A new firmware is available for your router. 

Model Name :F5D6231-4P 

Belkin Wireless Router Version i0.uu.013 

Release Data ;2002/10/09 

Image location : http [//networking, belkin. corn/update/files/F5D6231_4P_0. 00. 013. dlf 

Updated Information 
uO.00.013 i 10/19/2002 

=> Fixed Automatic Firmware Notification version checking. 
-> Fixed PPPoE idle timeout disconnects in seconds. 
=> Fixed login timeout failed. 



Download 
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USING THE WEB-BASED ADVANCED USER INTERFACE 



1. lb download the new version of firmware, dick "Download". 

2. A window will open that allows you to select the location where you want 
to save the firrrware file. Select a location. You can name the file 
anything you want, or use the default name. Be sure to locate the file in 
a place where you can locate it yourself later. \Ahen you have selected 
the location, click "Save". 



Desklop 



My Recenl 
Documents 



9 

My Documents 



My Computer 

^| J, Filename: 
My Network Save as type: 



My 

^ My Computer 

* My Network Places 



v ■ Q, 



Save 



\Ahen the save is complete, you 
will see the following window 
Click "Close". 

The download of the fi rrrware is 
complete. To update the firmware, 
follow the next steps in "Updating 
the Router's Fi rrrware". 



config.bin From 192.168.2.1 

Downloaded: 16.0 KB in 1 sec 

Download to: C:\Documents and Setting... \conFig.bin 

Transfer rate: 16.0 KB/Sec 

Close this dialog bow when download completes 
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Uixtidiicj the Router's RrmAare 

1. I n the "Firrrware Update" page, click "Browse" (2). A window will open 
that allows you to select the location of the firrrware update file All 
firrrware files end with a ".dlf". 



Look in: | - ! Documents 



"3 o it ■■ m 



My Recent 
Documents 



Desktop 



^5 My Music 
My Pictures 



Type: DLF File 

Date Modified: 10/9/2002 4:34 AM 
5ize: 808 KB 



Browse to the firm/sere file you downloaded. Select the file by double- 
clicking on the file name. 

The "Update Firrrware" box will now display the location and name of the 
firrrware file you just selected. Qick "Update". 



Firmware Update 



From time to time, Belkin may release new versions of the Router's firmware. Firmware 
updates contain improvements and fixes to problems that may have existed, Click the link 
below to see if there is a new firmware update available for this Router. 



NOTE: Please backup your current settings before updating to a new version of firmware, 
Click Here to go to the Save/Backup current settings page . 
Check For New Firmware 
Version 

Update Firmware > 



[ 



Check Firmware 



] 



|C:\DQCurnents and SettingsV[ Browsed 
[ Upd 



ate 



4. You will be asked if you are sure you want to continue Qick "CK". 



Microsoft Internet Explorer 
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USING THE WEB-BASED ADVANCED USER INTERFACE 



5. You will see one more message This message tells you that the Router 
may not respond for as long as one rrinute as the firrrware is loaded into 
the Router and the Router is rebooted. Click "CK". 



At the end of the upgrade/ the Router may net respond to commands For as long as one minute , This is normal. Do not torn off or reboot the Rooter 
during this time. 



6. A 60- second countdown will appear on the screen. When the countdown 
reaches zero, the Router firrrware update will be complete. The Router 
home page should appear automatically. If not, type in the Router's 
address (default =192.168.2.1) into the navigation bar of your browser. 



Update Firmware Successfully 




□ 




The upgrade is complete when the power light stops blinking, 




The firrrware update is complete 
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Changing System Settings 

The "System Setti ngs" page is where you can enter a new adrrinistrator 
password, set the time zone, enable remote management, and turn on and off 
the NKT function of the Router. 

Setting or Changing the A*Tini strata Ffassvuorcl 

The Router ships with NO password entered If you wish to add a password for 
greater security, you can set a password here Wite down your password and 
keep it in a safe place, as you will need it if you need to log into the Router in 
the future It is also recommended that you set a password if you plan to use 
the remote management feature of your Router. 

Administrator Password: 

The Router ships with NO password entered. If you wish to add a password for 
more securityj you can set a password here, More Info 

- Type in current 

Password > I I 

- Type in new Password > |^ 

- Confirm new Password > |^ 

- Login Timeout > 1 1 0 | (1-59 minutes) 

Changing the Login Timeout Setting 

The login timeout option allows you to set the period of time that you can be 
logged into the Router's advanced setup interface The timer starts when there 
has been no activity. For example, you have made some changes in the advanced 
setup interface, then left your computer alone without clicking "Logout". 
Assuming the timeout is set to 10 minutes, then 10 minutes after you leave, the 
login session will expire. >rou will have to login to the Router again to make any 
more changes. The login timeout option is for security purposes and the default 
is set to 10 minutes. 

Note: Chly one computer can be logged i nto the Router's advanced setup i interface 
at one time 



65 
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Setting the Time and Time 2ne 

The Router keeps ti me by connecti ng to a Si rrple Network Ti me Protocol ( SNTP) 
server. This allows the Router to synchronize the system clock to the global 
I ntemet. The synchronized clock in the Router is used to record the security log 
and control client filtering. Select the time zone that you reside in. If you reside 
in an area that observes Caylight Saving, then place a check mark in the box 
next to "Enable Caylight Saving". The system clock may not update immediately. 
Allow at least 15 minutes for the Router to contact the time servers on the 
I ntemet and get a response >rbu cannot set the clock yourself. 



Time and Time zone: September 23, 2002 2:00:24 PM 

Please set your time Zone. If you are in an area that observes daylight saving 
check this box. More Info 

- Time zone > | (GMT-C8) PacificTime (US & Canada); Tijuana v 

- Daylight Savings > fj EnaD |e Daylight Saving 



Biabling Remote ivbnagement 

Before you enable this advanced feature of your Belkin Router, rVK\KE SURE VOJ 
HCfc/E SETH-E ADM MSIHAICK RfV3Sk/\CJRLX Remote management allows you to 
make changes to your Router's setti ngs from anywhere on the I ntemet. There are 
two methods of remotely managi ng the Router. The fi rst is to al low access to the 
Router from an/where on the I ntemet by selecti ng "Any I P address can remotely 
manage the Router". By typi ng i n your \AAN I P address from any computer on the 
I ntemet, you will be presented with a login screen where you need to type in 
the password of your Router. The second method is to allow a specific I P address 
only to remotely manage the Router. This is more secure, but less convenient. To 
use this method, enter the I P address you know you wi 1 1 be accessi ng the Router 
from in the space provided and select "Chly this I P address can remotely manage 
the Router". Before you enable this function, it is STRCNC1Y RB33V|VEr\CEDthat 
you set your administrator password. Leaving the password empty will potentially 
open your Router to intrusion. 

Remote Management: 

ADVANCED FEATURE! Remote management allows you to make changes to your 
Router's settings from anywhere on the Internet. Before you enable this function, 
MAKE SURE YOU HAVE SET THE ADMINISTRATOR PASSWORD. More Info 

Any IP address can remotely manage the router. 

- Only this IP address can 

remotely manage the 0 I 0 I 0 I 0 

router-" 
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Biabling/ Disabling NOT (Network Address TransJati on) 

Note: This advanced feature should be employed by advanced users only. Before 
enabling this function, MAKE SURE YCU HAVE SET THE ACM N STRATCR PASS\ACRD 
Network Address Translation ( NAT) is the method by which the Router shares the 
si ngje I P address assigned by your I SP with the other corrputers on your network. 
Tnis function should only be used if your I SP assigns you rrultiple I P addresses or 
you need NAT disabled for an acK^nced system configuration. If you have a single 
I P address and you turn NAToff, the corrputers on your network will not be able 
to access the I internet. Cther problems may also occur. Turning off NATwill not 
affect your firewall functions 

NAT Enabling: 

ADVANCED FEATURE! Allows ycj to turn the Network Address Translation feature 
of the Router off. In almost every case you would NOT want to turn this feature 
off. More Info 

- NAT Enable / Disable > 0 Enable O Disable 



Biabling' Disabling UPnP 

UPnP (Universal Plug-and-Play) is yet another advanced feature offered by your 
Belkin Router. It is a technology that offers seamless operation of voice 
messaging, video messaging, games, and other applications that are UPnP- 
corrpliant. Some applications require the Router's firewall to be configured in a 
specific way to operate properly. Tnis usually requires opening TCP and UCP 
ports, and in some instances, setting trigger ports An application that is UPnP- 
corrpliant has the ability to communicate with the Router, basically "telling" the 
Router which way it needs the firewall configured Tne Router ships with the 
UPnP feature disabled I f you are usi ng any appl ications that are UPnP- 
corrpliant, and wish to take advantage of the UPnP features, you can enable the 
UPnP feature, Srrply select "Enable" in the "UPnP Enabling" section of the 
"Utilities" page dick "Apply Changes" to save the change 



UPNP Enabling: 

ADVANCED FEATURE! Allows you to turn the UPNP feature of the Router off, In 
almost every case you would NOT want to turn this feature off. More Info 

- UPNP Enable / Disable > © Enable O Disable 
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Enabling Disabling Auto Hmvere Update 

This innovation provides the Router with the built-in capability to 
automatical I y check for a new version of f i rrrware and alert you that the new 
firrrware is available. Wren you log into the Router's advanced interface, the 
Router will perform a check to see if new firrrware is available I f so, you will 
be notified. You can choose to download the new version or ignore it. The 
Router ships with this feature enabled. If you want to disable it, select 
"Dsable" and click "Apply Changes". 



A Au 

H The Router has the capability built-in to automatically check for a new version of 
I firmware and alert you that the new firmware is available. More Info 

I A 

■ Nol 

^ Dis 



Automatic Firmware Notification: 



- Automatic Firmware 

Notification Enable / Q Enable {+) Disable 

Disable > 
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MANUALLY CONFIGURING NETWORK SETTINGS 



Set up the corrputer that is connected to the cable or DSL modem Fl RST usi ng 
these steps You can also use these steps to add computers to your Router after 
the Router has been set up to connect to the I nternet. 

ivfemually CorificjLrinci Network Setting in l^bc OS ifj to 9.x 

1. Pull down the Apple menu. Select "Control Panels" and select "TCP/ 1 P". 

2. "Ybu will see the TCP/ 1 P control panel. Select "Bthemet Built-in" or 
"Bthemet" in the "Connect via:" drop-down menu (1). 




3. Next to "Configure" (2), if "Manually" is selected, your Router will need 
to be set up for a static I P connection type. Wite the address 
information in the table below You will need to enter this information 
into the Router. 





IP address: 






Subnet Mas*: 






Router Address: 






Name Server Address: 









4. If not already set, at "Configure:", choose "Using DHCP Server". This will 
tell the corrputer to obtain an I P address from the Router. 



Fl TCP/IP PB = H 

Connect via : [ Ethernet w | 

|— Setup - 

Configure: [ Using DHCP Server w~\ 
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MANUALLY CONFIGURING NETWORK SETTINGS 



5. Close the wi ndow I f you trade any changes, the fol lowi ng wi ndow wi I 
appear. Qick "Save". 



A 



Save changes to the current configuration? 



Saving the changes may interrupt any TCP/IP 
services currently established. 



[ Cancel ] | [ Save 



Restart the corrputer. Wren the corrputer restarts, your network settings 
are now configured for use with the Router. 

r/fandly CbnfigLring Network S etting in rfecGSX 

1- Qick on the "System Preferences" icon. 




2- Select "Network" (1) from the "System Preferences" menu. 




System Preferences 



General International Login 5cfeen Saver Universal 

Access 



ColorSync Displays Energy Saver Keyboard 
lnternfet«& Network 



Mouse 5o Jfid 



Internet Nerwork QuickTime Sharing 
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3. Select "Built-in Bthemet" (2) next to "Show in the Network menu. 




o e 



Configure: Using DHCP 



IP Address: 

(Provided by DHCP Server} 
Subnet Mask: 255.2S5.2S5.0 

Router: 10.10.2.1 

DHCP Client ID: [~ 

■(Optranal) 

Ethernet Address: G0:03:93:0b:cS:d4 



"T 1 



Domain Name Servers [Optional! 



Search Domains (Optional) 



Example: apple.com, earthlink.net 



Select the "TCP/ 1 P" tab (3). Next to "Configure" (4), you should see 
"IVranually" or "Using DHCP". If you do not, check the PPPoEtab (5) to 
make sure that "Connect using PPPoE" is NOT selected. If it is, you will 
need to configure your Router for a PPPoE connection type using your 
user name and password. 

If "IVranually" is selected, your Router will need to be set up for a static 
I P connection type. Wite the address information in the table below You 
will need to enter this information into the Router. 



IP address: 
Subnet Mask: 
Router Address: 
Name Server Add ress: 



6. If not already selected, select "Using DHCP" next to "Configure" (4), 
then click "Apply Now". 

Your network settings are now configured for use with the Router. 
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Intend ly Gbnfiguing Netvuork S etting in Windows 2000, NT, or XP 

1. Oick "Start", "Settings", then "Control Panel". 

2. Double-click on the "Network and dial-up connections" icon (Windows 
2000) or the "Network" icon (Windows XP). 

3. Right-click on the "Local Area Connection" associated with your network 
adapter and select "Properties" from the drop-down menu. 

4. I n the "Local Area Connection Properties" windowj click "I ntemet 
Protocol (TCP/I P)" and click the "Properties" button. The following screen 
will appear: 



Internet Protocol (TCP/IP) Properties 




You e-jj:': gei IF' ■.tin:.'; a; signed surcrnaricaiSi' .'■ yoyt neiwor!-'. ;u£>cofc 
! ..):.■■ fe= jfli'o'ivvi . wj '<'■'.: work odiiiiiissErotoi 

the appropriate IP settings. 

O Obtain an IP address automatically 
0 Use Ihe following IP address: 



Subnet mask: 
Default gateway: 



G4 . 125 . 22 . 15 



64 . 1 25 . 22 . 1 



Use Ihe following DNS s 
Preferred DNS server: 
Alternate DNS server: 



£4 . 25 . 22 . 102 | 

G4 . 25 . 22 . 103 I 



f Advanced... ~] 
| DK j | Cancel 



If "Use the following I P 
address" (2) is selected, your 
Router wi 1 1 need to be set up 
for a static I P connection 
type VUite the address 
information the table below 
You will need to enter this 
information into the Router. 



IP address: 
5ubnet Mask: 



Default gateway: J~ 
Preferred DNS server: |~ 



A :i- -u1-:' DNS -A-vvr. 



6- If not already selected, select "Cbtain an I P address automatically" (1) 
and "Cbtain DNS server address automatically" (3). Oick "CK". 

>rbur network settings are now configured for use with the Router. 
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Infernally GbnficjLring Network Setting in Wndows 98 or l^fe 

1. Right-click on "M/ Network Neightornood'' and select "Properties" fromthe 
drop-down menu. 

2. Select "TCP/ 1 P ->settings" for your installed network adapter. You will see the 
fol lowing window 



4. 

5. 
6. 




| Advanced j NetBIOS 
■Gateway WINS Configuration IPAddress - 



An IP address can be' automatically; assigned to this computer. 
I f your network does not. automatically assign 1 P addresses, as 
your network administrator for an address, and then type it in 
the- space below. K 



■ ut- ji ■ : j J: i- j I'-.r. : ■ A- 

Specify an IP address: 



I? Detect connection to network media 



(3) 



If "Specify and I P address" is selected your Pouter will need to be set up for 
a static I P connection type. Wite the address inforrration in the table below 
You will need to enter this inforrration into the Router. 

Wite the I P address and subnet rrask fromthe "I P Address" tab (3). 

dick the "Gateway" tab (2). Wite the gateway address down in the chart. 

dick the "CNS Configuration" 
tab ( 1) . Wite the CNS 
address(es) in the chart. 

If not already selected, select 
"Cbtai n I P address 
automatically on the I P 
address tab. dick "CK". 



IP address: 
Subnet Mask: 
Default gateway: 
Preferred DINS server: 
Alternate DNS server: 



Restart the computer. Wien 
the computer restarts, your 

network settings are now configured for use with the Router. 
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I n most cases, you will not need to rrake any changes to your web browser's 
setti ngs. I f you are havi ng trouble accessi ng the I ntemet or the advanced web- 
based user i interface, then change your browser's setti ngs to the recorrrrended 
settings in this section. 

I ntemet Explorer 4.0 or Hgher 

1. Start your web browser. Select "Tools" then "I ntemet Options". 



Of Welcome to Belkin - Networking Components and Cables - Microsoft Internet ... HQ E3 



File Edit View Favorites | Tools Help 
i£ Mail and Nef 



Back 



Slop 



v-'ncl'ifofiss 

L.rt , »| |Add, eB |e h llp ://c 3l Wndr^Update 
Show Related Links 



_ (3 
arch Favorites Histori" 



J 

Mail 




iView.piocess?Sgction_ld-4 T ] So 



6 PEOPLE W ITI 



Networking Components and 

recognized leader in PC cabling and connectivity, offers 
advanced, easy-to-install, high-performance networking 



I n the "I ntemet Cptions" screen, there are three selections: "Never dial a 
connection", "Dial w/henever a 



network connection is not 
present", and "Always dial rry 
default connection". If you can 
make a selection, select "Never 
dial a connection". If you cannot 
make a selection, go to the next 
step. 

3. Under the "I ntemet Cptions" 



HEI 



General ] Security | Content Connectior 



screen, click on "Connections" 
select "LAN Setti ngs. . . ". 



and 



(* Never dial a connection 
f~ Dial whenever a neLworh 

C Always dial my default 



Local Area Network (LAN) ■ ■ n i ■ 



Make sure there are no check marks 
next to any of the displayed 
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options: "Automatically detect 
settings", "Use automatic 
configuration script", and "Use a 
proxy server". Oick "OK". Then click 
"OK" agai n i n the "I nternet 
Options" page. 



rr in. 

I - Use dutaFiiatic configuration scr 



P Use s proxy server 

Address; | 172.16.4.69 Port; 



Netscape NaM^bor 4.0 or Hcfier 

1- Start Netscape: dick on "Edit" then "Preferences". 

2- I n the "Preferences" window, click on "Advanced" then select "Proxies". I n 
the "Proxies" window; select "Direct connection to the I nternet". 



Category 
* Appearance 

Fonts 

Colors 

Themes 

Content Packs 
r> Navigator 
> Composer 
!> Mail and Newsgroups 
0 Instant Messenger 
[> Privacy and Security 
W Advanced 

Cache 



S of! wars; liiiiatafi 
Mouse Wheel 
System 
Offline and Disk Spa'?e 



Configure Proxies fo Access the Internet 

A nsiv'.'Oi h ;ji»:y piovidws -id'jiiiorej! ieciiiiy between yctii' csnrripi.^er i!>d she 
Internet. Proxies nan -viso irjr :a : i-n= rerfofrn^ii-.f- ine'iA'^n n'mii ipli? n^l works bj,- 
using caches to reduce traffic. 

® Direct connection to the Internet 

O Manual proxy configuration 

FTP Proxy: 

Gopher Proxy: 

HTTP Proxy: 

SSL Proxy: 

SOCKS vSHost 

No Proxy for: 



Port □ 

Port: \<TJ 

Port: [EH 

Pqt □ 

Port □ 



Example: .yourcompany.com, .yourcompany.co.nz 
O Automatic proxy configuration URL: 



3 | Cancel ] | Help ] 
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TROUBLESHOOTING 



You can find technical support inforrrHtion at w/w/w/ rTetwortar73.bdkin.com or 
vwwubelki n. com through the tech support area I f you want to contact technical 
support by phone, please call 800223-5546. Technical support is amiable 
24-hours-a-day 7-days-a-week. 

Hie Easy Install Wzzucl is not aMe to connect rryRouber to the Internet. 

• The software rrust be run fromthe corrputer that is connected to the modem 
The I ntemet connection rrust be active and working at the time of installation. 
Connect your corrputer back to the modem and make sure the I nternet 
connection is working. Cnce you have verified that the I ntemet connection is 
working, run the Easy I retail Wzard again. 

• If your ISP requires a user name and password, rrake sure that you have typed in 
your user name and password correctly Some user names require that the I SPs 
cforrain be at the end of the name Example 'VrynarrT3@rryisp.corrv: The 
"@rryisp.coni' part of the user name may need to be typed as well as your 
user name 

• IVfeke sure that the modem is CM Check the wall adapter andthepower 
connection at the modem Some modems haws a power switch. IVbke sure the 
power swatch is in the CN position. 

The Easy Install VUzard is not abletofincl rry Router. 

• IVbke sure that the Router is CM The Power/ Ready light will be on GREEN and 
SCU D Check the power supply connection at the wall and the Router. 

• IVrake sure that the LAN link I ight that corresponds to the port you connected to the 
corrputer is CM Check the network cable going 1rom the corrputer to the Router; 

• If the Easy I retail Wzard told you that it detected mJtiple network adapters, 
run the Easy I retail Wzard again and try a different adapter. 

The V\AN NnkLEDis not on or I cannot connect to the cable or DB_ mooem 

• Check the connection between the Router and the cable or EEL modem IVrake 
sure the network cable fromthe cable or EEL modem is connected to the port on 
the Router labeled "I ntemet/ WW: 

• IVrake sure the cable or EEL modem is powered and switched on. 

• IVrake sure the Router has power; The Rawer/ Ready LED should be illumnated. 

• IVrake sure the cable between the modem and the Router is the cable that was 
provided wjth the modem 
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ivy connection type is "static IP adctess". I canot oonnBCt to the Inte rn et. 

• 5nos your cannedtion type is "static I P address", your I SP rrust assign you the 
I P addess, subnet rmek, and gateway address. Make sure that the Pouter's 
connection type is configured as "Static I P Addess" and verify your settings 

• >rbur ISP rray bind your connection to the MflC address of your corrputers INI C 
aone your MAC address 

tA/ connection type is "xfyremc I P atfcHass". I cj ■ ml cut ■ mi to the I nteemet. 

• Make sure your corrputers are correctly configured and all network cables are 
properly connected 

• Make sure the cable or DEL line is properly attached on your cable or modem 
Refer to the rranual of your rrodernto verify that it works norrrally 

• Make sure the network cable between the modemarxl the barricade is well 
connected Power off the modern wait a few seconds and then power it on again. 

• "Your ISP rray bind your connection to the M^C address cf your corrputers INI C 
aone your MOC address 

ivy connection type is "PPBdP'. I carat connect to the Internet 

• Snce your connection type is PPPoE, your I SP will assign you a user name and 
password and sometimes a service name. Make sure the Pouter connection type is 
configured as "PPPoE' and these settings are entered properly 

• Make sure your corrputers are correctly configured and all network cables are 
properly connected 

• IVake sure the coaxial cable or CEL line is properly attached on your cable or DEL 
modem Refer to the manual of your modemto verify it works norrrally 

• IVake sure the network cable between the modem arxl the Pouter is well 
connected Power off the modemfor a few seconds and power on it again. 

• Your ISP rray bind your connection to the Mac address of your computers l\l C 
Qone your MOC address 
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POC Statement 

DECLARATION OF GOSFORMTY V\JTH FCC RULES FOR 
B_ECIRCMEVC3SEnCCnVf¥01BIIJTY' 

\Ae, Belkin Corporation, of 501 \Aest \Aalnut S:reet, Cbrrpton, CA 90220, declare under our sole 
responsi bility that the product, 

F5D6231-4 

to which this declaration relates, 

complies with Fart 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this 
device rray not cause harrrful interference, and (2) this device trust accept any interference received, 
induding i interference that rray cause undesired operation. 



Caution: Exposure to Racio Frequency RacI ation. 

The radiated output power of this device is far below the FCC radio frequency exposure limits. 
Nevertheless, the device shall be used in such manner that the potential for human contact 
normal operation is minimized. 

V\f"ten connecting an external antenna to the device, the antenna shall be placed in such a 
manner to minimize the potential for human contact during normal operation. I n order to avoid 
the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the 
antenna shal I not be I ess than 20cm ( 8 i nches) duri ng normal operati on. 

Federal Gorrrnuni cations Corrrrission Notice 

This equipment has been tested and found to comply with the lirrits for a Qass B digital device, 
pursuant to Part 15 of the FCC F*ules. These lirrits are designed to provide reasonable protection 
against harrrful interference in a residential installation. 

This equipment generates, uses, and can radiate radio frequency energy. If not installed and used 
in accordance with the instructions, it may cause harmful interference to radio or television 
reception, which can be determined by turning the equipment off and on, the user is encouraged 
to try and correct the i interference by one or more of the fol lowi ng measures: 

• Reorient or relocate the receiving antenna. 

• I ncrease the di stance between the equi pment and the recei ver. 

• Connect the equipment to an outlet on a circuit different from that to which the receiver 
is connected. 

• Consult the dealer or an experienced radio/ TV technician for help. 

MxfficatiGns 

The FCC requires the user to be notified that any changes or modifications to this device that are 
not expressly approved by Belkin Corporation may void the users authority to operate the equipment. 
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INFORMATION 



Canada- Industry Canada (IQ 

The wireless radio of this device corrplies with RSS 139 & BSS 210 I ndustry Canada. This Qass B 
digital corrplies with Canadian ICES-003. 

Cet appareil nurrerique de la classe B conforms a la norrre NMB-003 du Canada. 



Europe- European Union Notice 

Radio products with the CE 0678 or CE alert marking comply 
with the RSHTE Directive (1995/ 5/ EQ issued by the Cbrrrrissi on 
of the European Cbrrrrunity. 



Ci 0678© 



ce ® 



Compliance with this directive implies conform ty to the following European 
Norms (in brackets are the equivalent international 
standards). 

• EN 60950 (I EC60950) - Product Safety 

• EN 300 328 Technical requirerrent for radio equipment 

• ETS 300 826 General EMC requi rerrents for radi o equi pment. 

To deterrri ne the type of transrritter, check the identification label on your Bel kin product. 



Products with the CE marking comply with the EMC D recti ve (89/ 336/ EEC) and the Low Voltage 
D recti ve ( 72/ 23/ EEC) issued by the Cbrrrrissi on of the European Cbrrrrunity. 
Compliance with these directives implies conformity to the following European 
Norms (in brackets are the equivalent international standards). 

• EN 55022 (CJSPR22) - B ectrorragneti c Interference 

• EN 55024 (I EC61000-4-2,3, 4,5,6,8,11)- B ectrorragneti c I mrunity 

• EN61000-3-2 (IEC610000-3-2) - Power Line Harmonics 

• EN 61000-3-3 (I EC610000) - Power Line Flicker 

• EN 60950 (I B350950) - Product Safety 

Products that contain the radio transrritter are labeled with CE 0678 or CE alert rrarking and may 
also carry the CE logo. 
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INFORMATION 



Bel kin Corporation United Lifetime FYoduct \Aferranty 

Bdkin Corporation warrants this product against defects in materi al s and workmanship for its lifetime. If a 
defect is discovered, Bdkin will, at its option, repair or replace the product at no charge provided it is 
returned during the warranty period, with transportation charges prepaid, to the authorized Belkin dealer 
from whom you purchased the product. Proof of purchase may be requi red. 

This warranty does not apply if the product has been damaged by accident, abuse, misuse, or misapplication; 
if the product has been modified without the written perrrission of Belkin; or if any Belkin serial number has 
been removed or defaced. 

THE \AAPfWJTY AJ\D RHVECI ES SET FCRTH ABO/E ARE EXCLUSJ VEINUEUCF ALL OTHERS* WHETHER CRAL CR 
WRITTEN, EXPRESSED CR I M°LI ED BELK1 N SPEC! R CALLY □ SCLAI MB ANY AI\D ALL I WPU ED \AARRANTI ES, 
INCLLQNQ WTHCUTU MTATIOM, VNARRANTI ES CF IVERCHANTABI UTY AJND RT^BS FCR A PARTI CULAR PLFSPCEE. 

No Belkin dealer, agent, or employee is authorized to make any modification, extension, or addition to 
thi s warranty. 

BELKG N I S NOT RESPCNSI BLE FCR SPECJ AL, I NQ DENTAL, CR CCNSECUENT1 AL DAMACTfS RESULTI NG FRCM ANY 
BREACH CF V\ARRANTY, CR UNDER ANY OTHER LECAL THECRY, I NCLUDI NG BUT NOT U Ml TED TQ LCET" PROFITS, 
DOAJSTTl ME, Q3CDV\J LL, DAMAGE TO CR REPROGRAMVI NG CR REPRCDUa NG ANY PROGRAM CR DATA STORED 
I N, CR USED V\iTH, BELKI N PRODUCTS 

Some states do not allow the exclusion or limitation of incidental or consequential damages or exclusions of 
implied warranties, so the above limitations of exclusions may not apply to you. This warranty gives you 
specific legal rights, and you may also have other rights that vary from state to state 



80 



